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U.S. Department of Engy

Oak Ridie Operations

ORO 0 470
Chapter VI

Chg. 2

Date: 08/20/1999

SUBJECT: PROTECTION AND CONTROL OF SAFEGUARDS AND SECURITY INTERESTS

1. PURPOSE This Chater correlates to DOE 5632.1C, PROTECTION AND CONTROL OF
SAFEGUARDS AND SECURITY INTERESTS, dated yul5, 1994, and DOE M 5632.1C-1,
MANUAL FOR PROTECTION AND CONTROL OF SAFEGUARDS AND SECURITY
INTERESTS, dated Jull5, 1994, g assgning regonsibility and accountabiljtandproviding
administrative and/or contractugdidance to Oak Rgke Operations (ORO), Office of Scientific
and Technical Information (OSTI), and their contractors. Ngthirhis issuance chgas ay
requirements contained in @ OE Order.

2. CANCELLATION. This Chater cancels and peaces ORO O 470, Cpter VII, Chg. 1,
PROTECTION AND CONTROL OF SAFEGUARDS AND SECURITY INTERESTS, datedy Jul
23, 1998.

3. APPLICABILITY. Theprovisions of this Chgter gpply to ORO and OSTI Prinpal Staff and to
contractors to the extent set forth in a contract and/or as dirgctbd b@nizant Contractig
Officer's Representative.

4. RESPONSIBILITIES

a. Director, Safguards and SecuyitDivision.

(1) Establishes and maintains OR@delines and secuyiprocedures for thprotection and
control of classified matterpscial nuclear material, or other sgdiards and secuyit
interests.

(2) Initiatespreliminary inquiries of theft and/or diversion of Governm@nbperty and, as
appropriate, notifies cgnizant Federal, State, or local authpon theft issues diregtl
pertainirg to ORO.

(3) Performs those tasks agstd to "cgnizant local Dgartmental authormtfor safguards
and secun,” and "Departmental elements” in DOE M 5632.1C-1. Wzerform those
tasks asgined to "local authornt' in DOE M 5632.1C-1.

(4) Performs those tasks identified in DOE 5632.1Cpardgraphs 6a(1)(b), (c),d)-(i), and
(k); and 6i(2).

b. Director, Environmental Services Ggin coordination with ContractinOfficer's
Representativegperforms those tasks identified in DOE 5632.1C paunégraphs 6a(1){) and
6i(1).
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C.

Director, Information Resources Maeanent Division implements the Federal Buildin
Conplex Securiy Pragram for thephysical protection of DOEproperty and facilities (see
paragraph 7 of this Chpter).

Contractig Officer's R@resentatives (CORperform those tasks identified in DOE 5632.1C,
sulparagraphs 6a(1)(a), (d)-(f), and (I); and 6a(2)-(3).

Omanizational Prperty Management Officercoordinates the devedment and
implementation ofolicies andprocedures which nygorevent the copromise of DOE
Safeguards and Secuyitinterests with the Director, Saigards and SecuyitDivision.

Principal Staffmaintains continuig oversght of programmatic activities under their
coghizance and iplements ppropriate controls tgrevent, deter, and to detect the theft of
Governmenproperty.

All DOE envployees havirg knowledye or supicion of possible fraud, abuse or other forms of
wrongdoing, to include knowlege of loss or theft of Governmepitoperty, are oblgated to
inform the DOE Office of Ingector General (OIG) and the ORO Safards and Secuyit
Division.

5. REQUIREMENTS AND PROCEDURESInformation concernimthe Prevention of Theft of

Government Prgerty Pragram isprovided in Attachment 2 of this Cpizr.

6. REFERENCES Office of Safguards and Secuyit'Guide for Inplementation of the DOE
Standard Bage," dated Sgtember 9, 1994.

7. DEFINITIONS

a.

Federal Building Complex- Includes the Federal BuildinBuildings 2714-H, 2714-K,
2714-J, 1916-T2; and the Tyiike Building. This definition mg charge periodically due to
the relocation of Federal gaoyees and the reallocation of exigtifacilities to contractor
personnel.

Security Interests- Includes, but is not limited to classified matt@edal nuclear materials,
securiy shppments, secure communications centers, sensitiv@arbmented information
facilities, automatic datprocessig centers, or othelystems includig classified information,
or Government Perty.

Preliminary Inquiry - The limited imuiry into the loss, diversion, or theft of Government
property to enable the ORO Sajfigards and SecuyitReoresentative or the Contractor Segurit
Representative to devegbosufficient information in order tprepare a reort for referral to

either the DOE OIG, the Federal Bureau of Ingagidn, or local law enforcement authorities.
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8. CONTRACTOR REQUIREMENTS DOCUMENTSee Contractor Rggirements Document,
Attachment 1 of this Clpter.

9. ATTACHMENTS

Attachment 1 - Contractor Reirements Document.

Attachment 2 - Prevention of Theft of Governmentderty Program
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CONTRACTOR REQUIREMENTS DOCUMENT

Contractors identified iparagraph 3 of this Chater will acconplish the followirg, to the extent set forth
in their contract and/or as directegithe cgnizant COR:

1.

Usirg agraded aproach, develp and inplement gorotection and contrgirogram that is
consistent with DORpolicy (paragraph 5) andprogram requirements aragraph 7) of
DOE 5632.1C; DOE M 5632.1C-1, Qttars I-XIV; and theprovisions of this Chater.

Establish and iplement a secugtbadje and credentialystem that is consistent with DQiglicy
and conforms to the new lgadstandards, dagis, and pecifications described in the DOE "Guide
for Implementation of the DOE Standard Bad'

Establish and maintaprograms to ensure that @oyees are aware of and cpiy with those
regonsibilities identified in DOE M 5632.1C-1, Qttar XIV, sulparagraph 2b.

Preparephysical protectionplans for unclassified irradiated reactor fuel in transit that conform to
the reguirements of DOE M 5632.1C-1, Qttar IV.

Provide ppropriate safguards and secuyitrelated trainig to enployees and ensure that yhare
made aware of and understand theipoesibilities forprotectirg and controllig safeguards and
securiy interests.

May perform those tasks agaied to "local authont' in DOE M 5632.1C-1.

Establistprocedures for thprevention of theft of Governmeptoperty in accordance with the
Program described in Attachment 2 of this @tea.

Performpreliminaty inquiries of theft and/or diversion of Governm@nbperty andprovide a
report concernig the incident, as soon pessible, to the Director, ORO Sgiards and Secuyit
Division. Also, as ppropriate, notify cognizant Federal (includimthe DOE OIG), State, or local
authoriy of theft issues.
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PREVENTION OF THEFT OF GOVERNMENT PROPERTY PROGRAM

1. PURPOSE.To establish rgmnsibilities and authorities for thpeotection and control of
safgguards and secuyitinterests, gecifically Governmenproperty.

2. POLICY. Safguards and secuyitnterests (includig Governmenproperty) will be protected and
controlled topreclude or minimize unauthorized access, unauthorized disclosure, loss, destruction,
modification, theft, compromise or misuse.

3. REQUIREMENTS.

a. Contractor Margement.

(1)

(2)

®3)

Maintain continuig oversght of programmatic activities under their goizance and
implement @propriate controls tgrevent, deter, and to detect the theft of Government

property.

Ensure that all epboyees under their gmizance are trained and understand their
regonsibilities for rgorting the theft of Governmemiroperty.

Each ORO Contractor identified fjaragraph 3 of this Chpter will desgnate a Secunjt
Manager with reponsibility to:

(@)
(b)

(€)

(d)

Receive ngorts concernig theft of Governmenproperty.

Notify appropriate Federal (includmthe DOE OIG), state, and/or local
authorities.

Initiate preliminaly inquiries, as ppropriate, to determine the circumstances of the
theft of Governmenproperty. However, iguiries will be accorplishedin a

manner so as not to interfere withyanvestgation beirg conducted ¥, or beirg
contenplated ty, the DOE OIG, Federal Bureau of Inveation, or ag other

duly authorized authont

Forward a cpy of all theft rgports and related information to the followgin
offices:

1. Director, ORO Safguards and SecuyitDivision.

2. A database pository desgnated ly the Director, ORO Sageiards and
Securiy Division (seegparagraph 5 below).
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(e) Function as thpoint-of-contact for the Director, ORO Sgteards and Secuyit
Division, for issuepertainirg to the theft of Governmeptoperty.

b. All contractor and subcontractor pioyees. It is the reponsibility of all contractor and
subcontractor eployees to safguard andprotect from theft and/or diversion gbvernment
property, regardless of who has been a@gsd official accountabilt for thatproperty. It is
furthermorethe reponsibility of all contractor and subcontractor @oyees with knowlege
of, or information indicatig, the actual and/or spected theft of Governmeptoperty to
promptly notify their sypervisorand their contractor SecuyitManayer.

4. INFORMATION MANAGEMENT AND ANALYSIS.

The Director, ORO Safmiards and SecuyitDivision, will identify to all contractors identified in
paragraph 3 of this Chpter, the oganizations havig reponsibility to:

a. Maintain official filespertainirg to the theft of Governmeptoperty and a database
containirg related information (sgearagraph 5 below).

b. Collectivel anayze information relatig to the theft of Governmemptoperty by evaluatimg
types of items stolen and their value; the dates and location of the thefts; and acgessabilit
those items Y specific individuals omgroups.
c. Issue annual perts to the Director, ORO Sajeards and SecuyitDivision, identifing:
(1) Trends.
(2) Area(s) of concern.
(3) Recovey rates.
(4) Costinpacts.
(5) Recommendations.

5.  Thepre-existirg database referenced above is maintained for ORI btkheed Martin Engly
Systems, Inc., (LMES), and is fundeg ®RO. Capies of theft reorts and related information will
be forwarded as soon psssible to the database administrator for inclusion into the database. This
information, which is suject to @plicable Federal PrivgcAct restrictions, will be used to cqite
tracking and trendig data on the behalf of the Director, ORO Sa#rds and SecuyitDivision.

Access to this database will be limited to those ORO and LMEfogees havig an established
“need-to-know.”

VII-6



