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Eliminating Software Vulnerabilities Using 
Hyperion and Rigorous Static Analysis Methods  

Advantages 
•• Operates on compiled software–source code is not 
necessary

•• Generates output in terms of external event traces–
library calls, interrupts, etc.–that are familiar to 
programmers

•• Recognizes specified patterns of behavior through 
Behavior Specification Units (BSUs) to rapidly 
categorize behaviors

Potential Applications
•• Supports discovery of malicious, incorrect, and 
unintended behavior in compiled software–no 
matter how developed

•• Supports detect “sleeper” code and vulnerabilities 
in acquired software

•• Enables verification of software functionality
•• Provides new artifacts useful for reverse 
engineering of malwarear
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Technology Summary
Modern society is dependent on software systems for virtually every aspect of life. 
However, most software is so complex that detection of errors or malicious codes is 
extremely difficult. Current detection techniques use functional testing of software, 
which alone is insufficient to catch all vulnerabilities. Hence, there is a need for rigorous 
static analysis methods that consider the entire input space of software. 

To detect vulnerabilities, ORNL has developed a software program, Hyperion, that 
can “look inside” an executable program and determine a software’s function or 
“behavior” without using the software’s source code. The key is ORNL’s Function 
Extraction (FX) technology, which directly computes the behavior of software binaries, 
no matter how they were originally coded. To visualize function call graphs of programs 
being analyzed, Hyperion uses the ORNL-developed dynamic function call graph 
visualization. This interactive visualization provides a graphical view for a function 
call graph that is comprehensive for the entire call graph it represents and allows the 
relations between functions to be easily explored and analyzed. Behavior Specification 
Units (BSUs), also developed at ORNL, recognize specific program behaviors by 
identifying patterns in the external function call behavior and abstract program 
behavior to a higher level of abstraction that nonpractitioners can understand. BSUs 
also enable Hyperion to perform automated classification of program behavior. Using 
a novel C/C++ standards-based compiler agnostic system, another ORNL invention, 
Hyperion can automatically find the address of main(), the starting point of a C/C++ 
program’s unique functionality. This system computes the address of the main() 
function, identifies where the interesting functionality of a program begins and ends, 
and detects malicious software by analyzing program behavior.
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